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Abstract

Executives’ behavior causes potential information security management risks and has a
direct influence on the security level of information systems and management. This
behavior depends on personality traits and other cognitive factors. First, a
comprehensive literature review and a status quo analysis are presented. We consider
the constructs of the Five Factor Model (FFM) as influence factors for attitudes towards
technical and non-technical dimensions of information security management. Then, the
hypothesized relationships are validated using empirical data from 174 information
security executives. The results suggest that multiple facets of an information security
executive’s personality have a significant effect on his or her attitude towards selected
information security management activities. For example, conscientiousness 1is
positively related to a person’s attitude towards the technical and organizational
activities of information security. From these findings, theoretical and practical
implications and recommendations are discussed.
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Introduction

Security threats can have dire consequences, including loss of prestige and credibility, corporate liability,
and monetary damage (Bulgurcu et al. 2010). Research studies emphasize management’s increasing
concerns about the protection of organizational information assets (Straub and Welke 1998; Taylor
2006). Hence, an important issue in today’s organizations is to determine how to create efficient and
sustainable information security. The way management — or information security executives — cope with
potential information security risks and react in different situations varies from individual to individual
and depends on personality and other cognitive factors (Straub and Welke 1998; Vroom and von Solms
2004). Individual management differences have become an important area of focus in information
security research. For example, Sharma and Yetton (2003) investigated the positive influence of
management on employee’s cognitive beliefs, attitudes, and behavioral patterns when dealing with
information security. Ashenden (2008) emphasized the need for management soft skills to effectively
change organizational culture and to improve communication between end-users, information security
executives, and senior managers. And Stanton et al. (2005) highlighted the fact that effective security
organization and leadership help to improve the security environment for end-user compliance.

The purpose of this paper is to investigate how individual differences between information security
executives affect holistic information security management within organizations and companies.
Individual differences are measured using the Five Factor Model (FFM) (Costa and McCrae 1991). The
way an information security executive perceives holistic information security management is measured by
his or her attitude towards technical and six non-technical dimensions of information security — strategy,
organization, human, culture, compliance, and economy.

We examine the relationship between executives’ personality and information security for several reasons.
First, personality traits have been shown to be an important instrument in IS literature, because they
emphasize an individual’s cognitive processes, attitudes, and behaviors (Junglas et al. 2008). Yet a
number of studies have shed some light on the individual differences in the IS domain (e.g. Lee and
Larson 2009; Benlian and Hess 2010; McElroy et al. 2007). In the information security field, target
subjects of previous studies were limited to users or employees (e.g. Shropshire et al. 2006).
Incorporating the FFM from the executives’ perspective has largely been ignored. Second, researchers
have called for more rigorous empirical research to advance sustainability and efficiency in the
information security domain (e.g. Kotulic and Clark 2004; Zhao et al. 2009). The role and responsibility
of executives in information security have been shown to be main predictors of success (e.g. McFadzean et
al. 2007; Straub and Welke 1998). Third, focusing on the problem from a holistic, multidimensional
rather than a simple, one-dimensional information security management approach allows us to examine
and evaluate information security phenomena from the individual executives’ perspective. Personality
traits can illustrate how individual differences determine the strength of a person’s attitude towards
holistic information security management. In this emerging research context, we believe that a global
focus is beneficial for researchers and practitioners alike. This paper makes a theoretical contribution by
conceptualizing that executives’ actions and decisions are essentially driven by their personalities. We
explore the following research question by testing an integrated personality model:

Which personality traits of an information security executive have a major influence on technical and
non-technical components of information security management?

This paper is structured as follows: first, we provide a theoretical basis and outline the identified research
gap. Because of the relevance of structural equation modeling (SEM) in this research stream, a
comprehensive overview of relevant literature is presented, followed by a description of the research
design. After presenting the model development and analysis, we report the results of our field study of
information security executives who are involved in information security management. Following the
discussion of results, we conclude with a discussion of implications for research and practice, limitations
and an outlook for future research.
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Foundations, conceptual basis, and hypotheses generation

Information security

Several researchers highlight the importance of a holistic, multidimensional information security
management approach to securing technology, people, processes, and other organizational factors (Da
Veiga and Eloff 2007; Hu et al. 2006; May and Dhillon 2010). Information security management is
affected by multiple distinctive dimensions. Researchers are paying more attention to incorporating
several dimensions, such as social and technical issues, into information security management models,
frameworks, and architectures (May and Dhillon 2010). For example, Torres et al. (2006) discussed 12
critical success factors that were qualitatively identified from a set of 76 indicators, and which were
valuable for measuring information security levels. May and Dhillon (2010) conceptualized a holistic
information security management model that is meta-theoretically based on the theory of semiotics. The
authors elaborated that the human and technical dimensions of information security management can be
brought together via six layers, the output of which provides information for other layers in a collaborative
manner. In their review, Zafar and Clark (2009) presented an information security capability reference
model that is based on nine dimensions — governance, privacy, threat mitigation, transaction and data
integrity, identity and access management, application security, physical security, personnel security, and
information security economics. In addition, national and international organizations issued fundamental
best-practices, guidelines and standards, for example International Standards Organization’s (ISO) Code
of Practice (ISO/IEC 27001; ISO/IEC 27002) or National Institute of Standards and Technology (NIST)
special publications such as SP 800-39 that provide recommendations regarding the implementation and
management of information security issues. These standards indicate that information security must be
managed using a holistic, multidisciplinary approach, cutting horizontally across units within and across
organizational boundaries along the entire value chain.

In information security research, one limitation is that there is no generally accepted model or framework
with coherent dimensions or labels (Kritzinger and Smith 2008; May and Dhillon 2010). Due to lack of
awareness and expertise, complex and extensive processes, and high cost, organizations often face
difficulties in managing a holistic information security concept (Eloff and Eloff 2005). In addition,
Siponen and Willison (2009) noted that standards or guidelines are generic in scope and do not focus on
the different security requirements in organizations.

To get a valid theoretical foundation, we use the perspectives of prior work of Da Veiga and Eloff (2007),
Kritzinger and Smith (2008), Ma and Pearson (2005), Saleh et al. (2007) and Werlinger et al. (2010) in
combination with the above-mentioned national and international information security standards.
Security management approaches can generally be divided into two essential components — technical and
non-technical information security components (Kritzinger and Smith 2008). The former addresses the
technical dimension of information security management that enables the technology services and
applications. The latter includes human-related issues such as user awareness, organizational issues such
as top-management support or leadership, ethical and cultural aspects, economic factors, and compliance,
including legislative, regulatory, contractual requirements, as well as internal policies and procedures
(e.g. Da Veiga and Eloff 2007; Werlinger et al. 2010; Saleh et al. 2007). For our purposes, strategic,
human, organizational, and compliance information security dimensions are considered as non-technical
component. Further, in contrast to Saleh et al. (2007), who incorporated ISO 17799:2005 into a
framework with the basic dimensions of strategy, organization, people, and environment as non-technical
components, we divided the latter into cultural and economic dimensions due to their high relevance to
information security research (e.g. Cavusoglu et al. 2005; Da Veiga and Eloff 2007; Ruighaver et al.
2007). In information security research, the cultural dimension is separated from the human dimension.
While the human dimension includes issues relating to security education, training, awareness programs
and computer monitoring (e.g. D’Arcy et al. 2008; Bulgurcu et al. 2010), cultural dimensions are based on
assumptions about accepted and encouraged aspects such as attitudes, norms and shared expectations,
which are seen as an accepted type of employee conduct (Ruighaver et al. 2007). Culture differs from the
human factor because humans are regarded as a whole within the organizational context instead of as an
individual who guides actions like security training methods (Vroom and von Solms 2004). The economic
dimension of information security management takes financial and non-financial factors into account,
such as budgetary restrictions, cost-efficiency of information security investments, and timing of
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implementation (Cavusoglu et al. 2005; Park et al. 2010). However, in this paper, holistic information
security management aims to maximize the number of prevented and deterred security breaches (D’Arcy
et al. 2009) by the management of an efficient set of non-technical components, represented by strategy
(STRAT), human (HUM), organization (ORG), compliance (COM), culture (CULT) and economic (ECO)
dimensions, and technical (TECH) component.

Not only are executives responsible for communicating an acceptable security culture, compliance and
exhibiting information security behavior (Da Veiga and Eloff 2007), they have to focus a multi-
disciplinary view (Theoharidou et al. 2005). Therefore, an executive’s key attributes that are valuable for
information security go beyond simply securing information assets. They must also be able to integrate
organizational security needs into business goals and objectives (Whitten 2008). As such, executives have
to consider all dimensions that are part of information security management. But the way individuals act
in different situations depends on personality and varies from person to person (Vroom and von Solms
2004). Based on the theoretical conceptualization of holistic information security management, there
appears to be some sort of relationship between an executive’s personality and his or her attitude towards
a holistic information security management approach.

Personality and the role of personality in information security research

Individual differences play a ubiquitous role in the IS domain. Researchers have incorporated related
cognitive and personality-related variables into various IS success outcome models. An executive’s
perceptions of security risks have a strong influence on the decision-making process (Straub und Welke
1998; Taylor 2006). There is also evidence that an information security executive’s sensitivity towards
security activities and advanced security software is associated with a higher perceived effectiveness of
information security (Straub and Welke 1998; Krankanhalli et al. 2003). However, personality
psychologists use classification systems that summarize individual differences in personality into
fundamental facets of each human being. These traits determine cognitive and behavioral patterns that
remain more or less stable across situations (Costa et al. 1991). Personality traits are commonly referred
to as the agile organization within the human being “of those psycho physiological systems that determine
his characteristic behavior and thought” (Allport 1961, p. 28). The most frequently used taxonomy in
personality research is the FFM (Barrick et al. 2001). The FFM, a parsimonious and comprehensive model
of personality, became widely accepted in personality research because its validity was verified by multiple
empirical studies (McCrae and John 1992). Despite criticism of the number and labels of FFM factors (e.g.
Barrick et al. 2001; Eysenck 1992), a number of beneficial properties, that are associated with the use of
the FFM are stability, presence, and collective appreciation (Costa et al. 1991). The five broad constructs
are generally referred to conscientiousness (CON), agreeableness (AGREE), extraversion (EXTRA),
openness (OPEN) and emotional stability (EMO_STAB) (e.g. Costa et al. 1991; Digman 1990).

Empirical studies that focus on the human factor with regard to information security tend to emphasize
user or employee behavior (Bulgurcu et al. 2010). These studies assessed related topics by presenting
preventive strategies in an end-user context in terms of a user’s or employee’s contribution to individual
mistakes, inaccuracies, or faults in order to improve information security. For example, in their study,
Shropshire et al. (2006) proposed a link between two FFM criteria and information security compliance
behaviors. Results establish that agreeableness and conscientiousness are strongly connected with an end-
user’s intention to comply with an organizational security policy. Bansal (2011) examined the relation of
FFM and concerns of security and privacy on websites. Results indicate that neuroticism,
conscientiousness and extraversion are positively related with concerns for security. Personality traits of
agreeableness and openness are significantly associated with concern for privacy. In the same context,
Junglas et al. (2008) showed that personality traits impact concern for privacy in location-based services.
Using protection motivation theory, the authors investigated whether agreeableness, conscientiousness,
and openness affect the concern for privacy.

Although the studies provide the groundwork for the current analysis, they do not quantify the relation
between information security management dimensions from the perspective of executives’ personalities.
Empirical studies that address an executive’s personality when assessing the impact on information
security are still lacking. By focusing on personality traits of information security executives, this paper
provides a more global lens for analyzing the impact of personality traits on holistic information security
management components. With regard to the research objective, we developed hypotheses (H) about the
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influence of an information security executive’s personality traits on the above-mentioned technical and
non-technical components of information security management.

Rationale and hypotheses generation

Personality research shows that personality traits vary in their respective relevance but are resistant to
transformation (Junglas et al. 2008). Prior meta-analytic evidence has demonstrated that some FFM
traits are more relevant in explaining different factors of behavior (Barrick et al. 2001). For example,
individuals with higher scores on extraversion are related with greater training proficiency (Hough 1992;
Barrick et al. 2001), while agreeableness is helpful for tasks that require considerable interpersonal
interaction (Mount et al. 1998). Both traits are characterized by social interaction factors in human
beings. Consequently, agreeableness and extraversion are judged on the information security dimensions
that incorporate interpersonal interaction. In contrast, openness is considered to be important in studies
that focus less on interpersonal interaction (Mount et al. 1998). Empirical evidence has shown that
individuals who have less emotional stability tend to be more risk-averse (Lauriola and Levin 2001) and
less goal-oriented (Judge and Ilies 2002). This is expected to be an indicator of their attitude toward the
long-term and the economic view. Conscientiousness, with its facets of dutifulness and a need for
achievement, is a fundamental trait of intrinsic motivation and a high level of job performance (Barrick et
al. 2001; Devaraj et al. 2008). Because of these facets, conscientiousness is more likely to be relevant in
studies that attempt to investigate multiple factors of performance. Based upon these findings it is
concluded that due to the variety of information security components, specific personality traits are
hypothesized to be related to some, but not every one of the technical and non-technical information
security management components. A hypothesized relationship is relevant when it is appropriate, and is
grounded in and supported by theoretical and empirical research studies. Further, in consideration of our
research objectives, we focus only on the five global dimensions of FFM instead of on their specific
detailed facets.

Conscientiousness, a personality trait that is associated with purposeful planning and persistence, is one
of the most important traits within the research of information security behavior (Hu et al. 2008;
Shropshire et al. 2006). Prior research suggested a significant positive relationship between
conscientiousness and general job performance (Barrick et al. 2001). Further, Goswami et al. (2009)
emphasized the strong influence that conscientiousness has on mindfulness in IT innovations. Bansal
(2011) demonstrated that conscientiousness is positively associated with security concerns. Information
security management, with its changing requirements and challenges, requires a high level of attention
and professionalism in complex situations (Torres et al. 2006). Traits such as dutifulness, persistence,
and self-discipline are important characteristics that support an executive in his or her attempts to
completely understand complex situations (Barrick et al. 2001). Planning, organizing, and prioritizing
tasks under the prerequisite of ensuring compliance with internal and external requirements is essential
for executives when focusing holistic information security management. One goal in the information
security environment is persisting when faced with obstacles. Together with working hard, these facets are
positively associated with conscientiousness (Holland et al. 1993). Therefore we postulate that
information security executives with a higher degree of conscientiousness tend to react more carefully (Li
et al. 2006), taking organizational requirements into consideration and working to improve information
security across the technical and non-technical information security management components, the latter
represented by CULT, HUM, ORG, COM, STRAT and ECO dimensions.

More specifically, to cultivate an adequate level of information security, users or employees need to be
trained on how to behave in accordance with the security requirements (Da Veiga and Eloff 2007).
Considering the cognitive learning processes and the behavioral outcomes of users and employees is
critical in performing security awareness trainings in organizations, for example (Warkentin et al. 2011).
Due to its facets, we expect that conscientiousness information security executives will have a stronger
desire to face the human information security management dimension (Hic). Sensitive information is
more and more protected by regulatory requirements. Information security executives have a legal
mandate to determine policies and procedures for security compliant behavior (Warkentin et al. 2011).
Conscientiousness is closely related to an intrinsic desire to abide by rules and follow policies (Hu et al.
2008). Thus, we postulate that conscientiousness is positively related to the compliance (H1e) dimension
of information security management. From a strategic perspective, information security executives have
to design policies and procedures in a way that security compliant behavior becomes part of users’ or
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employees’ every day jobs in an accepted and encouraged way (Da Veiga and Eloff 2007). Conscientious
individuals are found to work methodologically and tend to be well organized, as well as being more rule-
bound (Costa et al. 1991), and are expected to form positive attitudes towards the cultural dimension of
information security management (Hib). Together with the facets of competence and foresight, we
hypothesize a positive relation between conscientiousness and the strategic (Hif) and cultural (Hib)
dimensions of information security management. Further, achieving these requirements and the
organizational objectives require well established coordination and leadership skills (Whitten 2008).
Barrick et al. (2001) emphasized that conscientiousness individuals show a tendency to keep things well
organized. We hypothesize that conscientiousness is positively related to organizational information
security management dimension (Hid). Individuals who are high in conscientiousness strive for
efficiency, accuracy and are more likely to ruminate over things (Costa et al. 1991). Adopting multiple
technical countermeasures that are valuable in different situations and do not negatively affect users or
employees in their daily work processes require precise and well organized work. Conscientiousness
information security executives try to carefully consider budgetary restrictions while emphasizing
technical countermeasures. These challenges shape both the economic (H1ig) and technical (Hzia)
dimensions of information security management and are expected to be positively related. Thus,
conscientiousness is hypothesized to be positively associated with the seven dimensions of information
security management.

H: Conscientiousness is positively associated with the attitude towards technical and non-technical
dimensions of information security management (H1ia-H1g).

Openness is associated with creativity, intelligence, receptiveness to new ideas, and imaginativeness.
Associated with various cognitive skills and abilities in individuals, openness is the motivational tendency
to reflect on ideas, critically examine information, and solve puzzles (Goswami et al. 2009). Despite meta-
analytic results that indicate that openness is not relevant to many work criteria (Barrick et al. 2001),
these facets are quintessential aspects of information security management. Mindfulness, and in the same
context, cognitively differentiated interpretation of information in multiple scenarios, is positively
associated to openness in various situations (e.g. Goswami et al. 2009). Translated into the information
security management context, the ability to face multiple challenges simultaneously and be receptive to
new - but also to critically examine existing - ideas and information leads to more efficient actions and
decisions if there is a security incident. Information security executives who are open are expected to be
more sensitive to and make better sense of available information in a security breach situation, for
example. As a result of such awareness, openness to innovation is expected to affect an information
security executive’s attitude towards both technical (H2a) and strategic information security dimensions
(Hz2c).

Further, a parallel can be drawn to the attitude towards established controls and practices that must be
critically examined regularly. Since rapid change and diversity are now the norm in the information
security context, critical assessment and permanent monitoring processes have become key elements of
an information security executive’s tasks (Whitten 2008). Owing to a broader life experience, openness
leads to a broader and deeper scope of awareness (Junglas et al. 2008) and more breadth-, and depth-
minded thinking (Costa and McCrae 1992). Due to the nature of permanent monitoring processes,
information security executives must be sensitive and broad-minded in order to scan and detect
irregularities and peculiarities. In addition, those who have a high level of openness seek out new
information (McCrae and Costa 1999). These facets are expected to lead to positive attitudes towards the
critical assessment of the status quo in established controls and practices. Hence, we hypothesize that
openness positively influences an information security executive’s attitude towards the compliance
dimension of information security management (H2b). Due to its general facets and its context, openness
is not a useful predictor for dimensions with interpersonal interactions or an economic focus. Our
hypothesis about this is as follows:

Hz2: Openness is positively associated with the attitude towards technical (H2a), compliance (H2b), and
strategic (H2c) dimensions of information security management.

Extraverted individuals are characterized as being positive emotional, ambitious, energetic and dominant
in social situations. For example, in training situations, research results indicate that extraverted
individuals are more likely to be active and involved in opportunities to provide and obtain information in
specific situations (McCrae and Costa 1999). Extraversion has been shown to lead to better performance
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in tasks that require interpersonal interaction (Mount et al. 1998; Mount et al. 2005). Further, meta-
analytic results indicate that extraversion is a useful predictor of management performance (Barrick et al.
2001) and leadership for effective team performance (Pierce and Hansen 2008). Extraverted individuals
want to establish and maintain a favorable social status (Devaraj et al. 2008). Hence, in accordance to
these findings, executives who are highly extraverted will develop positive attitudes to those information
security dimensions that include the human component. To be precise, information security executives
must be able to interact with a wide range of stakeholders across different organizational functions
(Ashenden 2008), for example in terms of a information security awareness training (Bulgurucu et al.
2010; D’Arcy et al. 2009). Continuous proactive external and internal information procurement about
current information security breaches, potential risks, and federal legislation and communication through
different channels are a prerequisite to performing the job well (Whitten 2008). Therefore, establishing
information security depends on effective communication with end users, team members and higher
management levels (Ashenden 2008). Given the importance of interpersonal interaction in the context of
information security and since this trait is associated with being outgoing, social, active, and talkative, it is
expected that information security executives who are highly extraverted are more likely to have a positive
attitude towards the dimensions with social and interpersonal interaction. These are represented by the
human (H3a) and organizational (H3b) information security management dimensions.

H3: Extraversion of information security executives is positively associated with the attitude towards the
human (H3a) and organizational (H3b) dimensions of information security management.

Research results suggest that agreeableness, like extraversion, is positively related to jobs that involve
considerable interpersonal interaction, especially in job tasks when interaction involves helping and
cooperating with others (Barrick et al. 2001). According to its facets, agreeableness is the trait that implies
cooperating, nurturing other individuals (Barrick et al. 2001), and the ability to engage in teamwork
(Mount et al. 1998). Empirical evidence indicates a positive effect of agreeableness on perceived team
effectiveness (Pierce and Hansen 2008). The relation of agreeableness to information security is expected
to be more likely related to an executive’s attitude towards information security management dimensions
when those dimensions involve cooperating, collaborating, and helping others. When faced with human
challenges in information security (Ashenden 2008), executives who score high in agreeableness are
expected to more likely empathize with end-users or team members (H4a) by being helpful with end user
security problems. This information security dimension allows association with others and information
security executives can make use of their considerate, likable, and helpful personalities. In addition, the
required skills for information security executives, soft skills, the ability to sell security, and the
management of relationships (Ashenden 2008) are aligned with agreeableness. Since organizational
information security factors involve tasks such as leadership and coordination of teams or communication
with a higher management level, agreeable information security executives will form positive attitudes
towards this dimension. Thus, we hypothesize that the attitude towards organizational information
security management dimension and the personality trait of agreeableness are positively associated with
one another (H4b).

H4: Agreeableness is positively associated with attitude towards the human (H4a) and organizational
(H4b) dimensions of information security management.

Previous studies highlighted emotional stability, the counterpart of neuroticism, as a valid predictor of job
performance (Barrick et al. 2001) that has a positive effect on project outcome (Bedingfield and Thal
2008). Emotional stability is characterized by a lack of anxiety, pessimism, hostility, and personal
insecurity. Unlike those who are emotionally stable, individuals who are neurotic are more risk averse
(Lauriola and Levin 2001) and are shown to be less suited to higher level jobs that are more complex and
stressful (Spector et al. 1995). Owing to the facets of emotional stability like a lack of pessimism and a
tendency not to worry (McCrae and Costa 1999), we expect emotional stability to be related to technical,
strategic, and economic dimension of information security management. For example, in information
security management, risky situations require sophisticated reactions that are not premature (Karahanna
and Watson 2006). Information security executives must make well-founded and balanced security
investment decisions, but they must also fulfill the organizational information security requirements
(Cavusoglu et al. 2005). Pessimism, or being worried, might lead to negative attitudes towards the
economic dimension (Hsa), which might in turn lead to inefficient strategic security management
decisions.
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Further, information security executives must understand business priorities, opportunities, and needs,
and they must be able to critically examine the current implementation status in order to strategically
protect organizational information (Smaltz et al. 2006). Emotionally stable information security
executives are expected to identify changing security conditions and skeptically examine the current
technical information security implementation and stability status. In this field, research has shown that
emotionally stable individuals are likely to view innovative technical advances in their job as helpful and
important (Devaraj et al. 2008). Thus, we hypothesize that emotionally stable information security
executives will have positive attitudes towards the technical (Hsc) and strategic (Hsb) dimensions of
information security management.

Hs: Emotional stability is positively associated with the attitude towards economic (H5a), strategic (Hsb)
and technical (H5c) dimensions of information security management.

Research design and methodology

Explorative data collection procedures

Acknowledging the challenges associated with gaining acceptable empirical data in the critical domain of
information security (Kotulic and Clark 2004), we chose the survey methodology to collect empirical data
and to test the revised model statistically. We used two approaches to collecting empirical data. First, we
used online networking websites with an exclusively professional focus (Xing, CIO, ITHeads) from which
we identified 889 possible participants. We contacted information security executives, for example Chief
Information Security Officers, from German-speaking countries via private messaging or email. We
explicitly limited the survey to a national sample due to underlying cultural differences or different
national regulatory requirements, which might cause different attitudes towards specific dimensions of
information security management. When selecting participants, the authors did not focus on any
particular businesses or industries to ensure that results were generally applicable. Second, in order to
increase attention to our study, we used seven closed groups from the professional networks and solicited
participation. Each closed group was selected based on its contextual focus on information security and
was reviewed due to its professionalism.

Table 1. Sample demographics
Company size — # of Industry
employees (N=146) |Frequency | Percentage | (N=162) Frequency |Percentage
less than 50 24 14,7 | Consulting 14 8,6
between 50 and 100 12 7,4 | Manufacturing 14 8,6
between 100 and 250 16 9,8 | Government 13 8,0
between 250 and 500 10 6,1 | Telecommunication 11 6,8
between 500 and 1000 23 14,1 | Health Care 10 6,2
between 1000 and 5000 32 19,6 | Media 9 5,6
More than 5000 29 28,2 | Education 8 4,9
Respondent’s age (N=170) Finance 8 4,9
From 20 to 30 6 3,5 | Transport 8 4,9
From 30 to 40 40 23,5 | Energy 6 3,7
From 40 to 50 73 42,9 | Chemistry 6 3,7
From 50 to 60 44 25,9 | Others 55 34,0
61 and above 7 4,1
Involvement in information security (N=169) | Respondent’s educational level (N=163)
Directly involved 123 72,8 | PhD 21 12,9
Indirectly involved 43 25,4 | Diploma/ Master 101 62,0
Not involved at all 3 1,8 | Others 41 25,2
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Participation was voluntary, but was motivated by a promise to share the results. Due to the critical
information being shared in the survey, participants were assured that their responses would be treated
with anonymity and confidentiality, because the survey was hosted using a university-based survey tool in
a secure environment. All questionnaires were completed with a web-based survey. Of the 889 preselected
participants, 174 responses could be considered reliable, yielding a reasonable response rate of more than
19%. The response rate is acceptable given the nature of the study and the profile of the target group.
From these, 158 respondents were directly contacted via one of the above-mentioned networks. The final
sample frame comprised 154 male and 20 females. A summary of the demographic characteristics of
respondents is provided in Table 1.

Operationalization of research variables and instrumentation

The items for constructs were adapted with the help of validated items from literature whenever possible.
Personality was measured using the 60-item NEO-FFI format by Costa and McCrae (1992). Prior research
suggested that the NEO-FFI is a reliable and valid instrument for FFM measurement (Barrick et al. 2001;
Costa and McCrae 1992). The information security management constructs were developed and shaped by
the literature, particularly by studies from Ma and Pearson (2005), Saleh et al. (2007), and Werlinger et
al. (2008). Those studies and their related measures were developed with the help of international
information security management standards and have been shown to be valid. Some new items are
necessary to measure the different dimensions of information security management. The 33 items that
represent the seven dimensions and constitute the attitude to a holistic information security management
approach were included in the survey. As shown in several research studies and based on the Theory of
Planned Behavior (TPB), a person’s attitude towards a specific topic determines the intention of a specific
action (e.g. Bulgurucu et al. 2010; Shropshire et al. 2006; Svendsen et al. 2011). In addition to our
research objective, we postulate that an information security executive’s attitude towards the technical
and non-technical components of information security management influences his or her intention to
apply information security holistically in daily job tasks.

Constructs with multiple items were measured using a five-point Likert scale, which ranged from
“strongly disagree” to “strongly agree”. To increase content validity, the questionnaire was pre-tested with
five local IS managers and six faculty members — two with a psychological background and three with an
information security background. Based on their feedback, we modified several items, especially in their
wording. Afterwards, the questionnaire was discussed and verified with 12 other experts (eight faculty
members and four IS managers). Measuring items are provided in the Appendix (Table 3).

Analysis methods and results

Due to the large number of items in the questionnaire, a factor analysis was conducted as a dimensional
reduction method. The factor analysis was conducted using varimax rotation as the extraction method.
The indicators are identified based on an eigenvalue that is greater than one. The total number of items
was reduced based on the seven constructs: CULT, ECO, STRAT, COM, ORG, HUM and TECH, with a
total of 33 indicators, which were identified in the literature review. These constructs were expected to
influence the intention to manage information security in a holistic context (INFO_SEC) with a total of six
indicators (see Appendix Table 3).

Empirical data was analyzed via SEM. SEM provides the researchers with the flexibility to model a
relationship among criterion variables and multiple predictors, such as model errors in measurements for
observed variables, to design unobservable latent variables, and statistically test a priori theoretical and
measurement assumptions against empirical data (Chin 1998). Measurement validation and model
testing were conducted using SmartPLS (Partial Least Squares) version 2.0.M3, a variance analytical SEM
technique that utilizes a component-based approach to estimation. It is advantageous when the research
model has a variety of indicators, is relatively complex, and the measures are not well established (Fornell
and Bookstein 1982). PLS does not impose a normality requirement on the data and can handle both
reflective and formative constructs, both of which are used in this study (Sun 2012; Wetzels et al. 2009).

The measurement model analyzed the relationship between the latent constructs and their associated
indicators, also known as items or measures. In the course of operationalization, it is important to
distinguish between reflective and formative measurement models because constructs in SEMs are not
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inherently reflective or formative, which clearly differ with regard to their basic premises. Instead,
constructs can be modeled with either reflective or formative indicators (MacKenzie et al. 2011). In
contrast to formative constructs, reflective constructs have observed measures that are affected by an
underlying, unobservable, latent construct (MacCallum and Browne 1993; Petter et al. 2007). In IS
literature, reflective constructs are used for personality traits, where the unobservable can be considered
as giving “rise to something observed” (Haenlein and Kaplan 2004). Therefore, we conceptualize the
personality traits CON, OPEN, EXTRA, AGREE, and EMO_STAB as being reflective, because of the
direction of the causality, the interchangeability of the indicators, the covariation among the indicators,
and the nomological net of the constructs, which should not differ (Petter et al. 2007).

Constructs are the basic elements of a theory. We therefore captured the entire domain of the constructs
and decided at the theoretical level whether the constructs in the field of information security
management are formative or reflective to ensure content validity. After examining the relationship
between each indicator and the construct in the field of information security management, we determined
the overall constructs to be formative. In formative constructs the indicators define the characteristics of
and changes in the underlying construct (Bagozzi 2011; Diamantopoulos 2011). They are also known as
causal indicators and reflect the idea that “[...] indicators could be viewed as causing rather than being
caused by the latent variable measured by indicators” (MacCallum and Browne 1993). Formative
indicators are used to minimize residuals in the structural relationship (Petter et al. 2007) and to
minimize “the trace of the residual variances in the ‘inner’ (structural) equation” (Fornell and Bookstein
1982). Internal reliability and consistency is irrelevant in case of formative constructs because measures
are examining different facets of the construct (Petter et al. 2007).

First, the reflective constructs were analyzed. In this context, we examined the composite reliability, item
reliability, and the convergent and discriminate validity. To ensure item reliability, we examined the
loadings of each item to their respective underlying personality construct. Acceptable indicator loadings
are recommended to be above at least 0.6 and ideally above the threshold of 0.707, indicating that at least
50 percent of the variance is shared with the respective construct (Chin 1998). The item reliability analysis
of the personality traits shows that some indicators had low factor loadings. In personality research, low
factor loadings are not unusual (Krishnan et al. 2010; Renner 2002). In consideration of our research
objective, which focuses on the global dimensions and rather on its specific facets, removing indicators is
appropriate. After purification, the remaining factor loadings of all indicators ranged from minimum
0.715 to 0.929, demonstrating that indicators are reliable for further analysis. All indicator loadings of
personality traits are significant at p < 0.001. The composite reliability (also known as internal
consistency reliability-ICR) is similar to Cronbach’s alpha and measures its internal consistence, except
that the latter presumes, a priori, that each indicator of a construct contributes equally (i.e. the loadings
are set to unity) (Chin 1998; Fornell and Larcker 1981). Fornell and Lacker (1981) argued that their
measure is superior to Cronbach’s alpha because it uses the actual item loadings obtained within the
nomological network to calculate internal consistency reliability. This measure, which is unaffected by
scale length, is more general than Cronbach’s alpha, but the interpretation of the values obtained is
similar and the guidelines offered by Nunnally (1978) can be adopted (Howell and Avolio 1993). ICR
should be 0.70 or higher (Diamantopoulos et al. 2008). The value is above the threshold, so that the
internal consistency reliability is given. Convergent and discriminant validity was assessed by the average
variance extracted (AVE). AVE represents the overall amount of variance in the indicators that was
accounted by the latent construct. The reported values provide evidence of discriminant and convergent
validity, since the AVE is well above the recommended level of 0.50 (Bhattacherjee and Premkumar
2004). The AVE values for all constructs in this model are higher than the recommended threshold value
of 0.50 (smallest AVE: 0.565), suggesting the convergent validity of the scale (Bhattacherjee and
Premkumar 2004). The Kaiser-Meyer-Olkin (KMO) criterion should be at least 0.5 (Chin 1998; Fishbein
and Ajzen 1975; Streiner 2003). Here the KMO criterion is higher than the recommended threshold for
the whole reflective measurement models. Overall, the evidence of reliability, convergent validity, and
discriminant validity indicates that the measurement model is appropriate for testing the structural model
at a subsequent stage.

The quality criteria for the formative measurement model are represented by the reliability and validity
values in Table 2. At the indicator level, it is obligatory to test for multicollinearity, which illustrates
whether and to what degree the items are mutually linearly dependent. But in particular, the concept of
reliability has no significant meaning when formative models are employed. Thus, the importance of
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reliability decreases, while the significance of assessing validity increases (Diamantopoulos 2011). The
variance inflation factor (VIF) is equal to one and should not be greater than ten, as this might indicate
the presence of harmful multicollinearity. In this study, multicollinearity did not pose a problem. The
maximum VIF was far below the common threshold of ten and even below the conservative VIF threshold
of 3.3 (Diamantopoulos and Siguaw 2006). Another important aspect is to test communality as validity
criteria. As a rule of thumb, communality with a value of 0.9 or smaller may imply discriminant validity.
Thus, it can be said that the quality criteria of the formative constructs are met on all levels.

Table 2. Quality criteria formative measurement model

Construct CULT | TECH HUM ORG STRAT ECO COM | INFO_SEC
Multicollinearity 1.101 1.109 1.038 1.115 1.069 1.032 1.123 1.109
(VIFa2<10)*

Communality 0.269 0.438 0.501 0.235 0.357 0.576 0.181 0.229
(Comm. <0.9)**

*Threshold — aVIF (Variance inflation factor); **Threshold Communality

To receive valid results, the bootstrapping resampling procedure was used with 1000 resamples to obtain
estimates of standard errors for testing the statistical significance of a path coefficient using the t-test.
Because PLS simultaneously estimates the measurement model and the relationships between constructs,
the item weights of formative constructs demonstrate the importance of their impact on information
security. These weights of formative constructs can be interpreted similarly to estimated beta coefficients
from a multiple regression analysis. The weights and t-statistics for the formative indicators are presented
in Appendix Table 3.

In our model, resulting negative indicator weights (INFO_SEC5, HUM3, CULT3, ORG2, and COM5,7,9)
presents an interpretation conundrum. One of the clearest interpretation of such a phenomenon is that a
suppression effect is involved (Cohen and Cohen 1983). To investigate why some indicators negatively
influence the underlying construct in our model, we examined whether a suppression effect has occurred
(Cenfetelli and Bassellier 2009). This occurs when one independent variable (suppressor) suppresses the
true effect of another. Conger (1974) defined a suppressor as a variable that increases the regression
coefficient between the dependent and the independent variable by its inclusion in a regression equation.
When the suppression effect is not controlled for, the relationship between one dependent and
independent variable would appear smaller or even of opposite sign. We found that a suppression effect
does not apply. We therefore tested, if the statistically negative weights have a positive bivariate
correlation with the formatively measured constructs. This was the case for all three indicators (CULT3 =
0.630, ORG2 = 0.442, and COM5 = 0.516). We have therefore decided to include these indicators for the
remaining analysis, because contrary to what we observe from the indicator weight alone, the indicators
CULT3, ORG2, and COMj5 are important in an absolute sense. Indicators with a non-significant negative
weight (INFO_SEC5, HUM3, COM7,9) were removed (Cenfetelli and Bassellier 2009).

The data was collected via self-reported survey, thus the potential for common method variance (CMV)
should be addressed (Chang et al. 2010; Doty and Glick 1998; McElroy et al. 2007; Podsakoff and Organ
1986). We tried to minimize these effects ex ante in the following ways: first, a number of procedural
remedies in designing and administering the questionnaire were used to reduce the likelihood of CMV.
We implemented the online survey questionnaire in such way as to prevent participants from back-
tracking to change their answers. Counterbalancing the order of questions in the questionnaire in relation
to different constructs makes CMV less likely, as the participant cannot then easily combine related
indicators to cognitively create the correlation needed to produce a CMV-biased pattern of responses
(Murray et al. 2005). Therefore, the pages of the survey items were presented in a random manner to
discourage participants from figuring out the relationship between the dependent and independent
constructs that we were trying to establish. Second, the anonymous nature of the survey would also
mitigate the probability that respondents provided answers they believe were expected or self-serving
answers. These remedies can ex ante reduce the likelihood of the theory-in-use biases and consistency
motive in participants’ responses (Chang et al. 2010; Podsakoff et al. 2003). Ex post, to access the
common method bias, this study employed Harman’s single-factor test (Podsakoff et al. 2003). All of the
variables are loaded into an exploratory factor analysis (EFA) and the unrotated factor solution is
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examined. Common method bias may exist if: first, a single factor emerges from the unrotated factor
solution, or second, one general factor accounts for the majority of the covariance in the variables
(Podsakoff et al. 2003). Although neither occurred in this study: no single factor accounted for a majority
of the covariance. We also performed the test that was performed by Pavlou et al. (2007). The correlation
matrix was examined to determine whether any constructs in the model correlated highly (> 0.9). In our
model, the correlation matrix does not indicate highly correlated factors (highest correlation was 0.466).
While the results do not preclude the possibility of CMV, they do suggest that CMV is not of great concern
and thus is unlikely to confound the interpretation of the results.

Discussion and recommendations

This paper shows that personality traits are influential in determining attitudes towards holistic
information security management. Figure 1 provides the estimates of the path coefficients and a summary
of the test results of research hypotheses. In addition to the main focus of our study, the results indicate a
strong statistical significance (p < 0.001) of the attitude towards organizational dimension as main
predictor of an information security executive’s intention to apply information security in a holistic focus.
Our findings further suggest that technical, strategic and compliance dimensions (p < 0.01) are positively
related to intention. Interestingly, the attitude towards the human and the contextual connected
dimension of culture does not significantly influence the intention construct (HUM: t-value 1.093; CULT:
t-value 1.158). This could be because the fact that the human dimension is regarded differently due to the
diversity of empirical data in the context of organization size and industry. It is possible that information
security executives still do not emphasize the human dimension in the context of information security
management.

Constructs — Attitude towards
Information Security

Technical

Technical

7 TECH

Constructs — Personality Traits
Non Technical

Conscientiousness
Culture

CULT

Openness
OPEN B :. Human/Personnel

HUM

Intention towards
Information Security
INFO_SEC

Extraversion

EXTRA ST N N P Orgaglﬁl}mnal

Agreeableness

AGREE A Compliance

CcoM

Emotional stability
EMO_STAB

i Strategical
STRAT

0005

T ?l Economic
ECO
* denotes significance at the p < 0.05 level

** denotes significance at the p < 0.01 level
*** denotes sigificance at the p < 0.001 level

Figure 1. Structural model results

Further, the results of our study indicate that attitudes towards different information security
management dimensions vary depending on different personality traits. More specifically, out of the
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seven hypothesized relationships between conscientiousness and information security management, five
significantly positive relationships were identified. However, because conscientiousness is a valid
predictor in job performance (Barrick et al. 2001) our results are not surprising. Information security
executives who score high in conscientiousness are persistent and more motivated towards goal-directed
behavior, which can imply a more structured focus on the five dimensions of information security
management. Even if the results are largely in support of our hypotheses, the human (Hic) and the
strategic (H1if) dimensions of information security management were not found to be influenced by
conscientiousness. However, prior research has shown that personality traits vary in their respective
relevance (Barrick et al. 2001; Junglas et al. 2008). Upon reflection, a reason for not supporting Hic and
Hif could be the specific topic of information security management. One reason for non-significance of
Hic could be that information security executives’ attitudes towards the human dimension of information
security management are affected by both a positive information security culture and preventative
technical measures being taken to protect information assets. Conscientiousness is shown to be positively
related to both. Preventative technical measures, for example, can reduce the attitude towards the human
dimension of information security management. Further, strategic information security management
indicates more risky decision-making with high chances of failure. Even if conscientiousness is
hypothesized to positively influence the attitude towards the strategic dimension of information security
management, handling unforeseen issues or failures are no elements of conscientiousness facets.

Open information security executives react flexibly and critically examine changes in existing
requirements, norms, and rules. Openness was hypothesized to have a positive relationship to the
technical, strategic, and compliance dimensions of information security management. Information
security executives who are open and receptive to new ideas, to experiencing new things, and who have
broad life experience are more likely to form positive attitudes towards the technical and strategic
dimension of information security management. A significant relationship between the openness and
compliance (t-value 1.588) dimension of information security management cannot be identified, but the
significance level is near p = 0.10. Upon reflection, it appears that information security executives who are
creative and unconventional cannot act on these traits due to the need to comply with regulatory
requirements. Strict regulatory requirements leave little room for flexibility.

Turning to extraversion, the path coefficient is significantly positive in relation to the human dimension of
information security managenent (f = 0.148; p < 0.05); the influence of extraversion on the
organizational dimension of information security management was not found to be influential (t-value
1.498). This highlights the importance of personality when considering interpersonal interactions,
especially those associated with security training or awareness programs, in which interpersonal
interaction is an essential factor for success (Da Veiga and Eloff 2007; Torres et al. 2006). Second, the
results indicate that extraverted information security executives emphasize communication with end-
user, for example. These findings are in accordance with Whitten (2008), who saw the need for strong soft
skills in information security management. Mount et al. (2005) stated that the motive to interact with
others is indicated by social interests from inside an individual, but it also refers to real social interaction
from outside. It can be argued that extraverted information security executives form deeper positive
attitudes towards the human dimension than they do toward the organizational dimension of information
security management, because in the human dimension, there is more interpersonal interaction from
outside. Extraversion fails to show a significant influence on the organizational dimension.

Agreeable information security executives are hypothesized to show a positive relation to the human and
organizational dimensions of information security management. In prior research, it was pointed out that
in a situation that requires interpersonal interaction, agreeableness appears to show a high predictive
validity. In terms of information security executives’ responsibilities, such as vertically communicating to
the top management level, a positive significant relationship is shown (f = 0.180; p < 0.001). As pointed
out by Whitten (2008), information security executives need good communication skills, and these are
useful in the organizational dimension of information security management. Interestingly, no significant
positive relationship to the human dimension could be identified. Due to its facets, agreeable individuals
tend to trust their environment and strive for harmony in their social relationships (Junglas et al. 2008).
Therefore, a reason for non-significance can be that information security executives’ attitudes towards the
human dimension of information security management are diversified. Because of a huge body of
literature dealing with the human factor in information security management, information security
executives might not share a common way of handling the challenge. Diverse implications could have led
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to different opinions of the human information security management dimension. This may be one of the
reasons why agreeableness did not significantly influence the human dimension.

Finally, as hypothesized, the results indicate that emotional stability has a positive impact on the strategic
dimension of information security management, but a negative effect on the technical dimension; the
impact on economical dimensions is not significant. Emotional stability is positively related to strategic
dimension of information security management, with its challenges and requirements. Contrary to our
expectations, emotional stability has a negative impact on the technical dimension of information security
management. Prior research stated that emotionally stable individuals are likely to view innovative
technical advances in their job as helpful and important (Devaraj et al. 2008). One explanation for the
negative relationship we found between emotional stability and an information security executive’s
attitude towards the technical dimension could possibly be due to the sensitive environment. Emotional
stability has been found to be negatively related to hazard factors (Chauvin et al. 2007). The experience in
information security incidents might be overestimated by emotionally stable information security
executives in a way that leads to worse attitudes towards preventative technical security measures.
Therefore, emotionally stable information security executives are more likely to build negative attitudes
towards the technical dimension of information security management. On the other hand, a divergent as
expected relationship, as well as a lack of significance of the relationship between this personality trait
and attitude is not surprising. As Junglas et al. (2008) explained in their research study, emotional
stability shows its facets only in affective situations. This indicates that emotional stability is only
significant in a trait-relevant situational cue (Junglas et al. 2008). Technical and economical information
security management dimensions do not initiate affective cues.

Implications for research and practice

The findings have theoretical and practical implications. First, personality traits are an important issue in
IS research and have been shown to be an important aspect in the specific context of information security
management. Prior research has focused on tasks and skills of information security executives, and very
few studies have focused on the behavioral patterns and how these elements impact the information
security. This paper can be seen as a first step towards understanding the influence of personality traits on
a holistic information security management approach. Knowing that personality traits are stable over
time, short-term effects that mainly influence the cognitive processes of an information security executive
in his or her daily tasks can be integrated into this model. For instance, the influence of others on an
individual behavioral outcome as proposed by the subjective norm construct within the TPB can be
integrated. Further, it would be interesting to determine whether there is empirical support for our
propositions in an international context and if cultural and regulatory differences might affect the
findings. Alternatively, rather than focusing on a holistic information security management approach,
future research might focus on one specific dimension in detail and investigate the influence of selective
personality traits. For example, due to its non-significance, agreeableness and the human dimension of
information security management could be focused on in more detail. Together with other behavioral
patterns, this research can open an area for the development of a comprehensive model for assessing
holistic information security management in organizations or companies. Further research is also needed
to explore whether external cues influence both personality traits and attitudes towards information
security management. For instance, it is possible that the industry and organization size, and as a result,
stricter regulatory requirements could affect attitudes towards specific dimensions of information security
management.

From a practical perspective, the results indicate that there is no “one size fits all” approach. An
information security executive’s personality traits affect his or her attitude towards information security
management dimensions, and it can be assumed that his or her focus would also be different. Even if
regulatory requirements and other policies and standards guide information security executives in their
daily tasks, their attitudes and behavioral patterns are different. Consequently, if a company understands
the behavior traits of its information security executives, it can improve the information protection level.
For example, these results might help organizations and companies in selecting team members in order to
secure a specific part of their information or to enhance the effectiveness in an information security
project. Analysis of personality traits, taken together with other human resources (HR) tools, can help HR
and/or IS managers to find the right person for an information security position. Taking an organization’s
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strategic path in the protection of informational assets into account, management can staff the position in
order to specifically improve the security level within the different dimensions. Furthermore, established
management approaches can be extended, taking the individual differences of their information security
executives into consideration. With the focus on a holistic information security management approach,
this paper might also help develop or assess an executive’s capabilities. Studying existing management
teams that are responsible for information security, stronger regulation, supervision, and control
procedures can enhance the protection level to ensure information security.

Limitations

The study is subject to following limitations. First, it is assumed that personality traits can be measured.
The standardized and validated FFM personality traits used represent a generally accepted model in
research. The FFM model measures individual differences in five dimensions. It cannot be precluded that
unacknowledged factors are not considered. Culturally driven individual differences are not part of this
personality model. A further limitation is that participants are from German-speaking countries. If we
consider cultural and legal differences, it is likely that executives who are responsible for information
security in other countries might have different attitudes about or reactions to the protection of
informational assets. For example, Hofstede and McCrae (2004) found cross-national differences in
personality traits. Future studies could expand to include an international context by integrating cultural
differences and legal requirements into the evaluation of information security to identify potential
security levels, taking individual differences into account. Caution must be taken when generalizing the
findings to any industries. In order to show a general relationship between personality traits and attitudes
towards holistic information security management, empirical data was collected with no special focus on
industry or organizational size. Therefore, in order to increase generalizability follow-up studies are
recommended to examine the effects of the size and type of organization. Further, we did not focus on a
specific personality dimension, this could be examined in future with a specific focus on each personality
dimension. Other opportunities for future research include the investigation of personality traits as
potential moderators of the relationship between attitudes and intentions.

Conclusion

This paper served as an initial attempt to investigate the relationship between personality traits and
holistic information security management. Recent studies have acknowledged the influence of personality
on IS success outcome factors, however, incorporating personality traits from executives’ perspective into
information security management dimensions has largely been ignored. Personality was measured by the
FFM; holistic information security management was measured by the attitude towards technical and non-
technical dimensions of information security management — the latter represented by six components:
strategy, organization, human, culture, compliance and economy. Results indicate that personality traits
are influential in the context of information security management. For example, out of the FFM,
conscientiousness, and agreeableness were found to positively influence an information security
executives’ attitude towards organizational information security management component. In addition,
emotional stability and openness were found to significantly influence the attitude towards strategic
information security management component.
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Appendix
Table 4. Formative constructs — Information security components
Sources Measurement item (translated from German) Weight | t-stat
INFO_SEC1 : I intend to focus information security in a holistic
manner 0.482 5.834%%*
INFO_SEC2 : I intend to support technical and non-technical
Intention issues of information security in my organization 0.361 4.024%**
towards INFO_SEC3 : I intend to receive information about current
information global security issues within the next 30 days 0.527 6.130%**
security INFO_SEC4 : I predict that I will check for lack of integrity,
. availability and confidentiality within the next 3 months 0.489 6.833***
(new items)
removed
INFO_SEC6 : I intend to carry out my responsibilities in
consideration of technical and non-technical security issues 0.107 1.831°
CULT1 : I like the challenge to incorporate information security
into the everyday practices of an employee's job 0.704 6.556%**
Culture CULT2 I feel responsible for communicating the right
(Da Veiga and | information security culture 0.531 4.282%%*
Eloff 2007; CULT3 : Enforcing ethical conduct, for example not using the
Werlinger et internet for private purpose during work, makes my work more
al. 2008) interesting -0.335 2.851%*
CULT4 : From my point of view, lack of security culture makes it
difficult to change employees' existing security practices 0.301 2.439*
ORG1 : I think security breaches should be reported as quickly as
possible to top management level 0.361 3.782%%*
Organizational ORG2 : The use of an information security forum to give
management direction and support is a useful tool in my work -0.265 3.499%***
(Saleh et al. ORG Th - | t of third "
2007: Ma and 3 e processing and management o ird party
Pearson 2005; agreements that cover relevant security requirements makes my
Park et al. > | work 1nterest1qg ‘ ‘ . ‘ _ 0.612 8.943***
2010: 1SO ORG4 : Ensuring thf'it 1¥1format10n. security goals are ¥der.1t1f1ed
270 0’2) and meet the organizational requirements are essential in my
organization 0.222 2.233%
ORG5 : The management of access rights in a distributed and
networked environment enriches my daily work 0.510 6.157%**
HUMa : I like to inform end-users about current security issues 0.694 3.982%**
Human Py : s
. HUMz2 : Awareness trainings or other educational trainings
(Werlinger et K K interestinel G
al. 2008: Saleh |-make my work interestingly 0.719 4.42
et al. 2007) removed
TECH1 : Security measures such as implementing anti-virus
Technical software, firewalls, or backup systems are important in my
(Anderson and | organization 0.555 6.124%**
Agarwal 2010; | TECH2 Technical security measures make work more
Johnston and | interesting 0.326 3.099%**
Warketin TECH3 : Working with backup and recovery systems is enjoyable | 0.379 3.837%**
2010; ISO | TECH4 From my point of view, physical barriers are a useful tool
27002) to prevent unauthorized physical access and environmental
contamination 0.214 2.069*
Economic ECO1 : I enjoy the challenge to manage information security cost
(Park et al. | effectively 0.113 0.353
2010; ISO | ECO2 : In my view, financial resources have always been one of | 0.960 5.168***
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27002) the critical success factors in implementing information security
STRAT1 : A business continuity management process is useful to
minimize the impact on the organization and recover from loss
Strategic of information assets 0.498 2.489%*°
STRAT?2 : The goals and principles of information security in my
(ISO 27001 izati hould be in line with the business strategy and
1SO 27002) organization shou gV
objectives 0.159 0.791
STRATS : I enjoy paying attention to the information security
strategy in order to protect information 0.830 5.914%%*
COM1 : Security roles and responsibilities of employees should
be documented in the security policy 0.149 2.183*
COMz2 : Contractual security obligations should be agreed and
signed by employees 0.278 2.858%*
COM3 : Routinely reviewing audit logs is important in my
organization 0.234 2.927%*
COM4 : In my opinion updating security policies is essential to
establish a secure environment 0.493 6.505%%%
COMs5 : Information security policies should have a clear owner
Compliance who is responsible for its update and maintenance -0.200 2.341*
(Saleh et al. | COM6 : The design of protection and guidelines for working in
2007; Ma and | secure areas makes my work enjoyable 0.122 1.192
Pearson 2005;
Da Veiga and removed
Eloff ~ 2007; | COMS : I enjoy the work with information security controls and
ISO 27002) their adequate application 0.137 2.034*
removed
COM1o0: I enjoy the challenge of working with regulatory and
legal requirements 0.144 1.346
COM11 : I think information security standards for example ISO
/ IEC 27002 enhance my daily work processes 0.173 2.165%
COMz12 : I like the use of formal mechanism such as policies,
procedures and processes to enforce information security
compliance 0.327 4.400%**
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